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Twist a long and thin paper around a stick, and write 
letters on it along the stick
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The Principle of PublicThe Principle of Public‐‐Key CryptographyKey Cryptography

Even the quickest computer takes an inordinate amount of 
time to solve its algorithm, decoding is practically impossible.
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Generalize Fermat’s Little Theorem Slightly, and Use it in a Code.

If 
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Selects 2 large primes, 

and compute

Chooses an integer        from 

such that  an integer     exists when                

public keypublic key
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Send a plain sentence       which is coprime to     .

encryption 

Third person cannot calculate      since prime         
factorization of      is extremely difficult. 
Third person cannot calculate      since prime         
factorization of      is extremely difficult. 
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From generalization of Fermat’s little theorem, 

Since                                                        , there is an integer

Therefore,



secret key:secret key:

public key：public key：

ExampleExample

plain sentence



Compact DiscCompact DiscCompact Disc





Where Digital is, Error ExistsWhere Digital is, Error Exists







The larger 
 

is, the more information can be transmitted.The larger 
 

is, the more information can be transmitted.

Ability of error‐correction is generally higher if                    is larger. Ability of error‐correction is generally higher if                    is larger. 



Distance of         is Defined to Check Errors.



distance of  

(Hamming distance)

Here,  
 

is a number of members in group 
 

.

distance of  

(Hamming distance)

Here,  
 

is a number of members in group 
 

.

DefinitionDefinition

For example, in 
 

,   4 components are different in                             
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In other words, if   
 

is sent  and
is received,  error with Hamming distance of 
has occurred.
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In other words, if   
 

is sent  and
is received,  error with Hamming distance of 
has occurred.

That this fulfills the axiom of distance space can be easily verified.
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の最小距離

 
が

 
(       は整数)      Suppose a sphere with radius 

 
with a member of 

 
in the center,  

 there is no intersection.

When received code enters into one of those spheres, the closest member of 

in the center of that sphere

 
is decoded as a sent code.

Stochastically, 
 

errors can be corrected.

When    is an even number,           errors can be 
corrected.

To make it easier to understand,



Construct a subset      of which a Hamming   
distance between 2 arbitrary points in  
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most far.
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QuestionQuestion

Hamming code,  BCH
 

code,   RS
 

code,  Golay
 

code,  ・・・・
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